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SITE A SITE B

R1 SW1 — VLAN 10 admin (2 PC) R2 — SW2 — VLAN 10 admin (2 PC)

VLAN 20 students (2 PC) VLAN 20 students (2 PC)
VLAN 30 server  (HTTP - DNS - syslog - NTP)

10.255.0.0/30 = R2

ISP (one public address, 203.0.113.2) -> PAT

addressing: 1@0.<site>.<vlan>.0/24 - gateway .1 - server 10.1.30.10

DHCP on R1/R2 for VLANs 10, 20

ACL: VLAN 20 (both sites) may NOT reach the server; everything else allowed
logging + ntp -> 10.1.30.10

naming: A-R1 - A-SW1 - B-R2 - B-SW2
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VLAN NNIN2 PWI ping

|'2 ping -VWY ping

VLANs

D'910 |'2 ping

renew / ipconfig

— PC10 - X MY — PC20

v Ny

-/ 1IN'N - PC-B10

show ip nat translations

NVTIN = shut/no shut
[PT DV M2

nNN2N 1199 NPT NNX 9D ,NI2OW yaw — 170N .2 I

NITIPD

- vlan 10/20/30 - hostname

DV ip address switchport access vlan

PC

int go0/0/1.10 - switchport mode trunk
- encapsulation dotlQ 10

ip address 10.1.10.1

ip address 10.255.0.1/30

-10.255.0.2 ip route 10.2.0.0 255.255.0.0
“(R1)<ISP> ip route 0.0.0.0 0.0.0.0
(R2)10.255.0.1 ip route 0.0.0.0 0.0.0.0

ip dhcp excluded-address

ip dhcp pool A10

network 10.1.10.0 255.255.255.0
- default-router 10.1.10.1

dns-server 10.1.30.10

0.0.0.255 10.1.20.0 access-list 110 deny ip
host 10.1.30.10

deny ip 10.2.20.0 0.0.0.255

permit ip any any - host 10.1.30.10

- int go/0/1.30

ip access-group 110 out

access-list 1 permit 10.0.0.0
ip nat inside source -0.255.255.255
- overload 1list 1 interface go/0/0

outside -(s@ + subifs )4x inside

ntp server 10.1.30.10
logging 10.1.30.10

service timestamps log datetime
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v PC-A10 ping 10.1.10.1 1

v PC-A1@ ping PC-B10 2

v PC-A20 ping PC-B20 3

v PC-A10 ping 10.1.30.10 4

(ACL ) X PC-A20 ping 10.1.30.10 5

(ACL) X MY — PC-B20@ HTTP 6

v NY — PC-A10 HTTP 7

x.10.2.10 DY MY - v + PC-B10 ping 8.8.8.8 8

R1 -2 show ip nat translations

[12] |NT DY NVTIN syslog NMMW — R2 -2 shut/no shut 9
.1 VW, DHCP -N N2IND PC D02 ipconfig 10
.30.10 DNS

DWTI'RD — "IDX' NTINY 92 .09PN =4 NP'T22 X 121 = 5NP'T22 X - 29 In'W A

D'TINY 4 — N1'ONN \NOD .4 I

address table: name - network - mask - gateway - range - broadcast : VLAN - site

logical topology: PT Notes next to every network and link — or draw.io
configuration by device: A-R1 / A-SW1 / B-R2 / B-SW2 — show run TRIMMED, with a com
acceptance tests: the 10-row table, filled

the template of the project book. same 4 parts, x1.5.
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nYNWN
NNIN R1 -2 show ip nat translations .N'J¥N PC-Ale WD) PC-B1@ ping 8.8.8.8 :8 NP'M2
JIN2N x.10.1 PN
TYN INX TYXY [INNODN
.(x.10.1-9 translations W') T2IY NAT .]J N f'10 ,NNI' XD 2910 ;|'DON .1

2NN — v DX ?10.1.10.1-9 PC-B1@ -N ping . ISP — R1 — R2 —2IN1:1 Mywn .2
./ *S > R2 -2 show ip route ? R1 -2 97NN NIMN2 R2 .|'PN N 1209

— include access-list 1 | show run . NAT -0 JW ACL -0 :2 nNywn .3

IN9'1J0 P01 — permit 10.1.0.0 0.0.255.255
.(10.2.0.0-2 N0 MW IN) 0.255.255.255 access-list 1 permit 10.0.0.0 :|IP'N .4
Xx.10.2.10 DV MW — translations - v ping NIN'N .5

T'NN 1IN — NIN'R - [IP'N - NPT - NIVYWN - ['NON :NIT2 .6

DY N'N N2 910 .'DANND 'N' NININ NAT -N DWW ACL -N - N2IWUN
D NTNN NNIN show ip nat translations

NN'D2 D'PTI2 DNRY 199 729 NND — n'y'aan I

?NY202 NINWN NND .1

? trunk 199 NI2IND NND .2

2N NN — R2 .3

?N2IN NINIYW 3 — DHCP pool .4
?INN' — out 309y AcL .5
?D'PYNN 19'R DY — NAT inside .6
2V IN2I0— X 5pT2.7
?1993-2 syslog NVTIN .8

?DTINY 4 — NON .9

?DI'N NNIYY VP'NBN .10
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17.8.1 Lab - Design and Build a Small Network.docx e
17.8.3 Packet Tracer - Troubleshooting Challenge.pka *
6.8.1 Packet Tracer - Configure NAT for IPv4.pka e
ENSA_Module_5.pptx ¢
SRWE_Module_4.pptx ¢
Syslog.docx e
ITN_Module_17.pptx *
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